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8 Name of Standard​

9 PS3.15​
10 Rationale for Correction:​

11 Identity of persons, institutions and devices may leak through Application Entity Titles, if they contain text specific to individual entities,​
12 e.g., CLUNIEVIEWER1, MAYO_CT3, or PHILIPSMR1.​

13 Retaining AETs with the Retain Device Identity Option may be important for some use cases, but if so, then they should be "Cleaned"​
14 to assure that identity other than that of the device is not present. Hence the "C" action rather than the "K" action is specified.​
15 Correction Wording:​
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1 Amend PS3.15 as follows, according to this pattern:​

2 E.1.1 De-identifier​
3 ...​

4 1.​ ...​

5 2.​ ...​

6 3.​ ...​

7 4.​ ...​

8 5.​ ...​

9 6.​ ...​

10 7.​ If the Dataset being de-identified is being stored within a DICOM File, then the File Meta Information including the 128 byte pre-​
11 amble, if present, shall be replaced with a description of the de-identifying application. Otherwise, there is a risk that identity in-​
12 formation may leak through unmodified File Meta Information or preamble. See PS3.10. This includes information regarding​
13 Application Entity Titles, Presentation Addresses, implementation information, and private information.​

14 8.​ If the Dataset being de-identified is being communicated by DICOM Real-Time Video, then the File Meta Information including​
15 the 128 byte preamble, if present, shall be replaced with a description of the de-identifying application. Otherwise, there is a risk​
16 that identity information may leak through unmodified File Meta Information or preamble. See PS3.22. This includes information​
17 regarding Application Entity Titles, Presentation Addresses, implementation information, and private information.​

18 ...​

19 Table E.1-1a. De-identification Action Codes​

20 replace with a non-zero length value that may be a dummy value and consistent with the VR​D​
21 replace with a zero length value, or a non-zero length value that may be a dummy value and consistent with​
22 the VR​

Z​

23 remove​X​
24 keep (unchanged for non-sequence attributes, cleaned for sequences)​K​
25 clean, that is replace with values of similar meaning known not to contain identifying information and consistent​
26 with the VR​

C​

27 replace with a non-zero length UID that is internally consistent within a set of Instances​U​
28 Z unless D is required to maintain IOD conformance (Type 2 versus Type 1)​Z/D​
29 X unless Z is required to maintain IOD conformance (Type 3 versus Type 2)​X/Z​
30 X unless D is required to maintain IOD conformance (Type 3 versus Type 1)​X/D​
31 X unless Z or D is required to maintain IOD conformance (Type 3 versus Type 2 versus Type 1)​X/Z/D​
32 X unless Z or replacement of contained instance UIDs (U) is required to maintain IOD conformance (Type 3​
33 versus Type 2 versus Type 1 sequences containing UID references)​

X/Z/U*​

34 ...​
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1 Table E.1-1. Application Level Confidentiality Profile Attributes​

2 Clean​
3 Graph.​
4 Opt.​

Clean​
Struct.​
Cont.​

5 Opt.​

Clean​
Desc.​
Opt.​

Rtn.​
Long.​
Modif.​
Dates​

6 Opt.​

Rtn.​
Long.​
Full​

Dates​
Opt.​

Rtn.​
Pat.​

Chars.​
Opt.​

Rtn.​
Inst.​
Id.​

Opt.​

Rtn.​
Dev.​
Id.​

Opt.​

Rtn.​
UIDs​
Opt.​

Rtn.​
Safe​
Priv.​
Opt.​

Basic​
Prof.​

In Std.​
Comp.​

IOD​
(from​
PS3.3)​

Retd.​
(from​
PS3.6)​

Tag​Attribute Name​

7 C​X​Y​N​(0008,0054)​Retrieve AE Title​
8 C​X​Y​N​(0008,0055)​Station AE Title​
9 C​X​N​Y​(0008,1000)​Network ID​
10 C​X​N​Y​(0032,1021)​Scheduled​
11 Study Location​
12 AE Title​
13 C​X​N​N​(0040,0001)​Scheduled​
14 Station AE Title​
15 C​X​N​N​(0040,0241)​Performed​
16 Station AE Title​
17 C​D​Y​N​(0072,005E)​Selector AE​
18 Value​
19 C​X​N​N​(0074,1234)​Receiving AE​
20 C​X​N​N​(0074,1236)​Requesting AE​
21 C​X​N​N​(2100,0070)​Originator​
22 C​D​Y​N​(2100,0140)​>Destination AE​

23 E.3.8 Retain Device Identity Option​
24 Information about the identity of the device that was used to perform the acquisition is recognized as having a potential for leakage​
25 of identity because it may constrain the number of possible individuals that could be the imaging subject, though only if there is access​
26 to other information about the individuals concerned to match it against.​

27 However, there are applications that require such device information to perform the analysis or interpretation. The type of correction​
28 for spatial or other inhomogeneity may require knowledge of the specific device serial number. Confirmation that specific devices that​
29 have been previously qualified (e.g., with phantoms) may be required. Further, there may be a need to maintain a record of the device​
30 used for regulatory or registry purposes, yet the acquisition site may not maintain an adequate electronic audit trail.​

31 When this Option is specified in addition to the Basic Application Level Confidentiality Profile, information about the identity of the​
32 device in the Attributes shall be retained, as described in Table E.1-1.​

33 For some retained values, such as Application Entity Titles, if these are to be retained they are specifed to be Cleaned, rather​
34 than just Kept, since they may contain embedded institution or person identification information that is not intended to be​
35 disclosed.​

36 Note​

37 The Source Application Entity Title (0002,0016), Sending Application Entity Title (0002,0017), and Receiving Applic-​
38 ation Entity Title (0002,0018) are not included in the list of Attributes to be removed or retained, since they are part​
39 of the File Meta Information (see PS3.10), which is entirely replaced whenever a file is stored or modified during de-​
40 identification. See Section E.1.1.​
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