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Correction Wording:
<include proposed change below, following guidelines for formatting of changes in supplements>

This text needs to find a home in both Part 10 (media) and Part 18 (DICOM web) security considerations

Add 7.5 Security Considerations to Part 10 (media)

7.5 SECURITY CONSIDERATIONS FOR DICOM FILE FORMAT

The DICOM File Format has potential security vulnerability when the 128 byte pre-amble contains
malicious executable content. This malicious content may also refer to other malicious content in the file.

Depending upon the use and purpose of a particular application it may be appropriate to:

e Sanitize the pre-amble. This could take many forms. These include:

o Verifying that the preamble is either all zeroes, begins with a valid magic number for
TIFF, or contains some other known safe content. .

o Automatically clearing the preamble without regard to its content. This will interfere with
applications and uses that need the dual format capability.

o Testing for executable preamble contents. The proper response to detection of
executable contents depends upon the purpose of the application, but executable
contents will never be found in a file complying with the DICOM File Format.

e Validate the DICOM structures and content

o Verify that the contents are the appropriate SOP Classes.

o Verify that DICOM File Format files created or HTTP responses do not contain such malicious
content. (This could happen for example in an archive that stores and retrieves Part 10 Format
files. It may be appropriate for such an archive to verify and validate both input and output, rather
than simply store and retrieve files without checking the content.)

The proper response to a validation failure depends upon the purpose of the application. This might be
performed on input, output, or both.

Note:  For example, a VNA may choose to sanitize SOP Instances upon receipt, sanitize SOP Instances upon
retrieval, validate the structure and fail storage requests for SOP Instances that fail validation, or other
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behavior based on the product purpose and threat environment. This behavior is not specified by
DICOM because product purpose and threat environment are highly dependent upon the application.

An implementation shall describe in its conformance statement the implementations behavior with respect
to the preamble.

Modify 8.11 Security and Privacy in PS 3.18 Web Services

8.11 SECURITY AND PRIVACY

It is very likely that DICOM objects contain Protected Health Information. Privacy regulations in the United
States (HIPAA), Europe (GDPR), and elsewhere, require that Individually Identifiable Information be kept
private. It is the responsibility of implementers of the DICOM Standard to ensure that governmental
regulations for security and privacy are satisfied.

See, for example, [ONC Privacy Security Guide].

The DICOM Part 10 File Format has security considerations that will apply whenever DICOM Part
10 File format is used. See, PS 3.10 Section 7.5.
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