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Rationale for Correction:
Update Section 8.11 to provide better guidance on Security and Privacy.

Correction Wording:

<include proposed change below, following guidelines for formatting of changes in supplements>

| Update PS3.18 Section 8.11 as follows:

8.11 SECURITY AND PRIVACY

It is very likely that DICOM objects contain Protected Health Information. Privacy regulations in the United
States (HIPAA), Europe (GDPR), and elsewhere, require that Individually Identifiable Information be kept
private. It is the responsibility of implementers of the DICOM Standard to ensure that governmental
regulations for security and privacy are satisfied.

The HTTPS protocol can be used to protect information contained in request and/or response
messages.

Each origin server decldes whether or not to grant a user agent access to a Dartlcular DICOM

to fulfill a request from an unknown user agent (e.g., accessed via the HTTP protocol) unless it is
certain that the Target Resource of a request contains no Individually Identifying Information and

has been approved for public access. 0 Commented [SE1]: You're likely going to get pushback }

on this statement.

Note
The Base URI in Web Services transactions should not use User or Password components of the URI as
a means of authentication, See PS3.15. Commented [SE2]: Why not? It might be sufficient when
. . . . . combined with HTTPS for a particular environment. I'd
See Guide to Privacy and Security of Electronic Health Information turn this in to a risk. Consider adding a mention of
<https://www.healthit.gov/sites/default/files/pdf/privacy/privacy-and-security-guide.pdf>. OAuth or similar tokens.
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