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1. Opening

1.1 The meeting was called to order and roll taken.

1.3 Antitrust and patent rule was reviewed per NEMA guidelines

1.3 The agenda was approved.

1.4 Review of minutes. The minutes from 24 March 2020 were approved.

2. Any other new “hot issues” that have come up since the last WG-14 tcon?
No new DICOM-specific news.
3. DSC discussion of article “Your DICOM Images have been hacked, now what?”

Reminder from 3/24 tcon: Send to IronGreek; Request to open webinar to the public after available
for CMS.

Discussion of flagging items as private. Kevin put in a CP-- possibly flagging things as private.

4. MITA Cybersecurity update —
Collaborative White Papers — MITA/DICOM/JIRA/COCIR: Feedback from MITA Section (s).
o See the update from Zack passed on from 3/24 (in meeting older) on which they
recommend keeping and removing.
Please see attached documents.

Action: Carolyn to contact DITTA Cyber group and see whether they are interested
in updating the documents the MITA Cyber group has tagged to update. If not, MITA
could update them. When we decide which direction to go with these papers, we
will need volunteers to help update them.

White Papers link: https://www.medicalimaging.org/policy-and-positions/joint-security-and-privacy-
committee-2/)

5. Development of shelf-ready content- Any updates? E.g., Hans-Martin’s new questions/answers
with information from the group

— This project still holds a high priority as it’s important for DICOM & MITA to have these
resources.

— Action from 4/14: Rob, Hans, Bill/Zack-update per table below. Bill has an update, will provide
to Zack.
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Concept description:

— Develop a series of short documents — stories —around 700 words that can be posted on DICOM
website as FAQ-type info and able to send to have these short pieces at the immediate ready
when some issue blows up and media and others request written feedback with an ASAP
timeline.

— Audience: These are not meant to be technical engineering papers. These are something a product
manager or a regulator would read. ~700 words is about the length of an opinion piece, be able to give to
media and use in an FAQ.

Topic / Title Content to be included Lead
“Why doesn’t DICOM —  Possible content: DICOM is not a regulatory body Rob
mandate security” —  Not always the best fit solution for a particular organization
“How can I tell if my We describe how to do it. Hans v on
system is exposed?” tcon 2019-
12-17
“How to turn on Different for modalities and PACs Hans v on
encryption and why” tcon 2019-
12-17
“How an administrator —  “You’ve heard about all of those exposed DICOM ports, you can find out if any of Bill, Zack to
could use SHODAN to find yours are exposed at your institution. Enter info into Shodan & it will tell you the assist 2020-
leaks” open ports and IP addresses...” 02-18 tcon

—  Can be tricky if have dynamic IPs and such, but at least give them guidance

“Hey administrator, have | — DICOM is not responsible for the deployment. We don’t want to come across as
you looked at X / have defensive, rather, explain what the reader can do
you considered...?”

—  Ensure content doesn’t stray into anti-trust territory. We think we can include
“What to put in an RFP”. content that is general, but helpful.

—  Maybe just include hyperlinks to sections? Call out the preamble, gives the
mindset, intent — this could turn into a nice short piece

One-Pager Checklist — Audience: For administrators, including PACS and CISOs.

— Include a short, focused list, a one pager/check-list for PACS Admins and only
coming from the DICOM side (noting which may be DICOM-only and which may
need to be DICOM-MITA jointly developed)

— The content and goal are to aim end users at NSA Manageable Network paper

—  Example: The real basics, Step 1: the real danger is connected to your network,
many do not realize that they have holes, know your use case

—  Status: The WG started a draft on the call today (2019-12-17).

6. 2 Factor authentication (ongoing agenda item)- 2F Authentication. What should DICOM do about
2FA? Is it covered in the existing DICOM capabilities? Action Rob and others: Evaluate whether
DICOM covers or are updates needed. Revisit September 2020.




10.

11.

12,

13.

One pager checklist paper: For administrators, including PACS and CISOs to include a short, focused
list, a one pager/check-list for PACS Admins and only coming from the DICOM side (noting which
may be DICOM-only and which may need to be DICOM-MITA jointly developed.

— The content and goal is to aim end users at the NSA Manageable Network paper

— Example: The real basics, Step 1: the real danger is connected to your network, many do not
realize that they have holes, know your use case

— Review during 5/19 tcon

NSA Manageable Network paper

—  This has been discussed on several past calls. The proposal is for WG-14, jointly with MITA, to
create a white paper based on NSA Manageable Network Plan. NSA created a high-level project
plan. Add details about how to use DICOM and MDS2 to help fill in the gaps. MITA will help to
produce and promote.

—  Target audience: Hospital CISOs

—  Link to draft: Rob Horn started a rough draft, is in Meeting Folder for 15 May 2019 (Note:
DICOM does not list link to meeting folders in the Minutes).

—  Link to NSA site:
https://apps.nsa.gov/iaarchive/search.cfm?criteria=manageable+network+plan

Status update: Review during 5/19 tcon

Messaging/education opportunity: Possible session at RSNA20 to address recent critical security
topics

—  This session has been submitted.

Digital Signature issue Did not discuss 4/14.
— Review during 5/19 tcon

Firewall and virus scan vendors applying rules that block or alter images. Could DICOM engage with
vendors via a trade association? Or, should MITA? Bill-sees some value as products move into the
cloud. When transmitting from a modality to a PACS in the cloud: How do we ensure nothing has been
done? Wanted to highlight that is a MITA issue. ZH says has been raised. Looking at NEMA-wide.
Looking at best ways to engage vendors—NEMA Council, are exploring.

Expected Process activity, DICOM Section 8.4 Review during 5/19 tcon

Potential new work item re: Profile/standardizing a user authentication scheme

—  David Clunie- potential flag of privacy, e.g. How to deploy DICOMWeb more securely, e.g. but
nobody at WG-23 (is this accurate?) meeting had interest or expertise. Internally, annex to Pt.
17, could be a profile. Worth discussing. Do we have people, bandwidth, is WG-14 the right
place?

— Data tagging should be approached in stepwise way. Taking on multi-dimensional tagging
that Kathleen likely discussed would overwhelm everyone.

—  Most products have VIP image solutions- some way to TAG images so they aren’t looking at
stars names, e.g. Vendors think that covers the issue because that covers the requests from
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customers. Other issues that can arise that VIP does not solve include: Images sequestered
for legal purposes. Victim of violence, e.g. Combo of legal/clinical concerns.

—  Keep on list of proposals, and maybe DICOM could contribute- after having the issue more
fully fleshed out.

14. New Business/Old Business 8. Next Meetings — tcons: (Usually the 3™ Tuesday, please note
alternating times, 9-10am or 11am-12pm US ET)

Tuesday 19 May 11:00am-12:00pm US ET (should we move to 12PM to avoid WG-23?)
Move to Tuesday, 9 June at 9:00-10:00am US ET or 23 June? (16 June is during the WG-6 meeting)
Tuesday 21 July, 11:00am-12:00pm US ET
10. Next Meetings - F2F
— None scheduled at this time.

11. Adjournment

Appendix: Carry over information that we don’t want to lose

Use of ACME certificates at Connectathons, IHE ITI profile proposal
— There was a discussion on January’s call regarding ACME Certificates and other methods.

— A proposal was sent to Eric Poiseau, TM, European Connectathon and Steve Moore, TM, NA
Connectathon. Steve and John Moehrke requested more info and pushed back a bit. They
would like to better understand the need and value. Secure communications have not
taken off (1) users don’t know to ask for it (2) Vendors not pushing it

Next steps:
— Rob and Lawrence will do a bit more thinking and put together additional documentation.
— They might also draft a white paper. Continue discussion later in 2019.
— Lawrence has a presentation at SIIM2019 that will also cover some of this.

— Rob suggested that a good next step may be to draft a threat model to explain when and
where it makes sense to use ACME. Perhaps also tie this to the MITRE ATT & CK model as
well.

Submitted by: Carolyn Hull, May 16, 2020

Reviewed by counsel: CRS, May 17, 2020.



