Digital Imaging and Communications in Medicine (DICOM)

Supplement 55: Attribute Level Confidentiality (including De-identification)

DICOM Standards Committee, Working Group 14 Security
1300 N. 17" Street

Rosslyn, Virginia 22209 USA

VERSION: Preliminary Draft, 03

28 February 2000

This is a draft document. Do not circulate, quote, or reproduce it except with the approval of NEMA

Please send comments to Dave Snhavely, NEMA (dav_snavely@nema.orq)







Security Supplement - Attribute Level Confidentiality

Page i

CONTENTS
L] Y YL@ T = {5 2P ii
Yo [0 [ o] E (o B S T T F PP 3
3.1 REFERENCE MODEL DEFINITIONS. .. .ttt sttt e e e e ettt e s e e e e e e eaaaa e eas 3
C.12.1.1.x Encrypted Attribute DeSCIIPLIONS. .......iiiiiiicei e 4
C.12.1.1.x.1Encrypted Attributes SEQUENCE.........oiviviiiiieee e e 4
C.12.1.1.X.20r0giNator INFO.....ccuiiii i 5
C.12.1.1.X.3RECIPIENT INTOS. .. it e e 6
C.12.1.1.x.4Content Encryption Algorithm Identifier...........cc.cooeveiiiiii e, 6
C.12.1.1.X.5ENCrypted CONtENL.....uiiii it r e e anns 6
ANNEX D - ATTRIBUTE CONFIDENTIALITY PROFILES......uttiiiiiiiiiiiiiiieeeee e 7
D.1BASIC APPLICATION LEVEL CONFIDENTIALITY PROFILE........cccuvtiiiiiiiiiiiiiiiiiiiiiiiiiiiiinns 7
D.2APPLICATION LEVEL ESDH/3DES CONFIDENTIALITY SCHEME.......cccooiiiiiiiiiieeeeeeceeeeeeeeeen 9
D.3APPLICATION LEVEL RSA/3DES CONFIDENTIALITY SCHEME............cccovvvvviiiiiiiiiiiiiiiinnn 9
I o [ 11 ToT 0 K- (o =S T TN T ST SPPPPTRUPPPIN 10
4 INAEX Of ALIIIDULE TAOS. . e teeetiiie ettt et ettt e e et et e et et e e e e aa e e e ennaan s 11



Security Supplement - Attribute Level Confidentiality
Page ii

FOREWORD

This supplement addresses the following aspects of security defined in ISO 7498-2 at the application
level:

— Data Confidentiality — the property that information is not made available or disclosed to
unauthorized individuals, entities or processes.

Other aspects of security not addressed by this supplement, that may be addressed by other
supplements include:

— Confidentiality in other layers of the DICOM model;

— Data Integrity — the property that data has not been altered or destroyed in an unauthorized
manner;

This supplement defines:

— aframework for the protection of attributes within a Data Set,

— ameans of communicating the encryption keys to the intended recipients by means of key
transport, key agreement or symmetric key-encryption key schemes,

— an industry standard symmetric encryption algorithm for protection of encrypted attributes
(Triple-DES);

— a baseline profile of standard Attributes that if present, need to be encrypted to provide
confidentiality.

This supplement may be used to achieve a minimal level of protection of identifying information by
implementing modest software changes at the application level only, while continuing to use unmodified
lower level message and protocol services for network transfer, storage, and media exchange of
composite image information objects.

This supplement adds Attribute definitions and conformance requirements to PS 3.3, PS 3.6 and PS
3.15 for implementing the application level confidentiality functions.
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1 Additions to PS 3.3
ltem 1.1 Add the following references to Section 2
ISO 7498-2 Information processing systems - Open Systems Interconnection - Basic
reference Model - Part 2: Security Architecture
ISO 8825-1 Information technology — ASN.1 encoding rules: Specification of Basic Encoding
Rules (BER), Canonical Encoding Rules (CER) and Distinguished Encoding
Rules (DER).
RFC-2313 PKCS #1: RSA Encryption, Version 1.5, March 1998.
RFC-2630 Cryptographic Message Syntax, June 1999
ANSI X9.52 American National Standards Institute. ANSI X9.52-1998, Triple Data Encryption
Algorithm Modes of Operation. 1998.
Item 1.2 Add to following subsection to Section 3
3.1 REFERENCE MODEL DEFINITIONS
This Part of the Standard makes use of the following terms defined in ISO 7498-2:
a. Data Confidentiality
Note: The definition is “the property that information is not made available or disclosed to unauthorized
individuals, entities or processes.”
b. Data Origin Authentication
Note: The definition is “the corroboration that the source of data received is as claimed.”
c. Data Integrity
Note: The definition is “the property that data has not been altered or destroyed in an unauthorized manner.”
d. Key Management
Note: The definition is “the generation, storage, distribution, deletion, archiving and application of keys in

accordance with a security policy.”
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ltem 1.3 Add the following rows to Table C.12-1 SOP Common Module Attributes
Attribute Name Tag Type Attribute Description
Encrypted Attributes (gggg,eeel) 1C Sequence of Items containing encrypted
Sequence DICOM data that when decrypted

replaces the corresponding Attributes in
the data set that contains this sequence.
Only a single Item shall be present.
Required if Conformance to the Basic
Application Level Confidentiality Profile is
claimed. See C.12.1.1.x.1

>QOriginator Info (gggg,eee?) 1C Information about the originator of the
encrypted data. Required if required by
one of the key management algorithms
specified in Recipient Infos. Shall not be
present otherwise. See C.12.1.1.x.2

>Recipient Infos (9ggg,eee3) 1C Information for the transfer of the content-
encryption key to one or more recipients.
Required if the sequence item is present.
See C.12.1.1.x.3

>Content Encryption (9ggg.eeed) 1C Identifier for the content-encryption

Algorithm Identifier algorithm. Required if the sequence item
is present. See C.12.1.1.x.4

>Encrypted Content (99gg,eeeb) 1C Transfer Syntax used to encode the

Transfer Syntax UID encrypted content. Required if sequence
item is present.

>Encrypted Content (99gg,eeeb) 1C Encrypted data. Required if the
sequence item is present. See
C.12.1.1.x.5

Item 1.5 Add the following new section C.12.1.1.x

C.12.1.1.x Encrypted Attribute Descriptions
C.12.1.1.x.1 Encrypted Attributes Sequence

The single Item of the Encrypted Attributes Sequence (gggg,eeel) contains an encrypted DICOM Data
Set. It also contains encrypted content-encryption keys for one or more recipients. The encoding is
derived from the Enveloped-data Content Type of the Cryptographic Message Syntax defined in RFC
2630. It allows to encrypt the embedded Data Set for an arbitrary number of recipients using any of the
three key management techniques supported by RFC 2630:

Key Transport: the content-encryption key is encrypted in the recipient's public key;

Key Agreement: the recipient's public key and the sender's private key are used to generate a
pairwise symmetric key, then the content-encryption key is encrypted in the pairwise symmetric key;
and

Symmetric key-encryption Keys: the content-encryption key is encrypted in a previously distributed
symmetric key-encryption key.
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A recipient decodes the embedded Data Set by decrypting one of the encrypted content-encryption
keys and then decrypting the encrypted Data Set with the recovered content-encryption key. The
decrypted Attributes shall be used to replace the corresponding Attributes (with the same Tags) in the
Data Set in which the Encrypted Attributes Sequence is contained. The Attributes to be replaced may be
empty, filled with a dummy value, or even absent from the Data Set containing the Encrypted Attributes
Sequence.

Note: 1. Dummy values may be necessary for Type 1 elements that are protected but may not be sent with zero
length, and are to be stored or exchanged in encrypted form by applications that may not be aware of the
security machanism.

2. The standard does not mandate the use of any particular dummy value, and indeed it may have some
meaning, for example in a data set that may be used for teaching purposes, where the real patient
identifying information is encrypted for later retrieval, but a meaningful alternative form of identification is
provided. For example, a dummy Patient’s Name (0010,0010) may convey the type of pathology in a
teachning case.

3. The encrypted data may contain Attributes with the SQ Value Representation. Such Attributes
completely replace the corresponding Sequence in the main Data Set, i. e. all Items. This standard does
not allow to selectively replace individual ltems or Attributes within an Item, but only complete
Sequences of Items.

Editorial Note 1. It might look tempting to resolve all the ASN.1 definitions referenced in this draft into

DICOM data structures, e.g. change the Recipient Infos “blob” into a Recipient Info Sequence containing

items with the individual encrypted session keys etc. This was also my first attempt to adapt RFC-2630 to

DICOM, but | ran into a number of problems caused by the differences between ASN.1 and DICOM:

- CMS (and X.509) make use of the ASN.1 data type ANY to define parameters for an encryption
algorithm, i.e. a 3DES initialization vector. Without knowing what all the ANY types resolve to for all
encryption algorithms that are ever going to be used, one cannot map that to DICOM.

- Certain ASN.1 datatypes have unrestricted length, e.g. INTEGER or BIT STRING.

- Even length padding is a problem when directly translating ASN.1 datatypes to DICOM, i.e. LO or OB.
One example is the Public Key that can be contained in Recipientinfo. In ASN.1 this is defined as a
BIT STRING of arbitrary number of bits.

Since we need DER support anyway when handling X.509 certificates, it should not hurt too much to

leave the originator info, recipient infos etc. fully as a DER “blob” as we do with the X.509 certificate in

Supplement 41.

Editorial Note 2. The original draft from David Clunie used an explicit sequence containing one item

for each encrypted attribute. This approach creates a number of issues that we avoid by the current

proposal:

- sequences cannot be encrypted

- each element needs individual padding, which can increase the size of the encrypted data
significantly (a US element with a single value “grows” from 10 bytes in explicit VR encoding to at least
36 bytes for the sequence item with encrypted content.)

- somebody who receives the dataset without having a key can still see which attributes have been
encrypted. This might not always be desirable.

The current proposal allows to encrypt any element (including an “older” Encrypted Attributes Sequence

or Pixel Data) and does not reveil any information about the encrypted content except its size and the fact

that it’s there.

C.12.1.1.x.2 Originator Info

The Originator Info (gggg,eee?) attribute contains information about the originator of the encrypted data if
this is required by the key management algorithm used to exchange the content-encryption key. It may
contain certificates and certificate revocation lists. The attribute shall contain a single instance of the
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ASN.1 production Originatorinfo defined in RFC-2630, encoded with the Distinguished Encoding Rules
(DER) defined in 1ISO 8825-1.

C.12.1.1.x.3 Recipient Infos

The Recipient Infos (gggg,eee3) attribute contains a collection of per-recipient information for the three
key management techniques that are supported: key transport, key agreement, and previously
distributed symmetric key-encryption keys. Any of the three key management techniques can be used
for each recipient of the same encrypted content. In all cases, the content-encryption key is transferred to
one or more recipient in encrypted form. The attribute shall contain a single instance of the ASN.1
production Recipientinfos defined in RFC-2630, encoded with the Distinguished Encoding Rules (DER)
defined in 1ISO 8825-1.

C.12.1.1.x.4 Content Encryption Algorithm Identifier

The Content Encryption Algorithm Identifier (gggg,eee4) attribute contains an identifier for the content-
encryption algorithm, and any associated parameters, used to encrypt the content. The attribute shall
contain a single instance of the ASN.1 production ContentEncryptionAlgorithmldentifier defined in RFC-
2630, encoded with the Distinguished Encoding Rules (DER) defined in ISO 8825-1.

C.12.1.1.x.5 Encrypted Content

The Encrypted Content (gggg,eee6) attribute contains an encrypted DICOM Data Set. It is constructed
by the following steps:

1. A content-encryption key for the content-encryption algorithm specified in the Content Encryption
Algorithm Identifier (gggg,eee4) Attribute is generated at random.

2. The content-encryption key is encrypted for each recipient. The details of this encryption depend on
the key management algorithm used.

3. For each recipient, the encrypted content-encryption key and other recipient-specific information are
collected into a Recipientinfo value. The Recipientinfo values for all the recipients are collected in a
Recipientinfos structure which is stored in the Recipient Infos (gggg,eee3) Attribute.

4. |If required by one of the key management algorithms used to create the Recipient Infos, an Originator
Info Attribute (gggg,eee?) is created.

5. The Attributes that are to be encrypted are encoded as a DICOM Data Set using the Transfer Syntax
specified by the Encrypted Content Transfer Syntax UID (gggg,eeeb) Attribute.

6. The encoded DICOM Data Set is encrypted with the content-encryption key. Content encryption may
require that the content be padded to a multiple of some block size. This shall be performed
according to the Content-encryption Process defined in RFC-2630. The encrypted content is stored
in the Encrypted Content (gggg,eee6) Attribute.

Editorial Note 3. The process defined in C12.1.1.x.5 not restrict the Transfer Syntaxes to be used for
encoding data prior to encryption. Should we allow all of them, or restrict to...

- Standard Transfer Syntaxes, ruling out private ones

- Explicit VR Transfer Syntaxes, ruling out Implicit VR Little Endian

- Uncompressed Explicit VR Transfer Syntaxes
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Item 2.1 Add the following new Annex to PS 3.15 Security Profiles

ANNEX D - ATTRIBUTE CONFIDENTIALITY PROFILES

D.1 BASIC APPLICATION LEVEL CONFIDENTIALITY PROFILE

This Basic Application Level Confidentiality Profile addresses the following aspects of security:

— Data Confidentiality at the application level.

Other aspects of security not addressed by this profile, that may be addressed elsewhere in the standard
include:

— Confidentiality in other layers of the DICOM model;
— Data Integrity;

The Attributes listed in Table D.1-1 contained in Standard IODs need to be protected to provide a minimal
level of confidentiality from identification. An Application may claim Conformance to the Basic Application
Level Confidentiality Profile in its Conformance Statement if all the listed attributes are protected using the
Encrypted Attributes Sequence (gggg,eeel) and either the Application Level ESDH/3DES
Confidentiality Scheme described in D.2., or the the Application Level RSA/3DES Confidentiality Scheme
described in D.3. The Conformance Statement shall describe which Confidentiality Schemes and
additional restrictions (e. g. key sizes for public keys) are supported.

Notes: 1. Conformance to the Basic Application Level Confidentiality Profile does not guarantee confidentiality.
Any encryption scheme may be vulnerable to attack. Also, an organization’s Security Policy and Key
Management policy are recognized to have a much greater impact on the effectiveness of protection.

2. This profile does not address the need to protect Private Attributes that may contain information that
needs to be protected, and if necessary these should be removed from the Data Set.

3. This profile does not address the need to ensure that identifying information is not burned in to the
image pixel data or containing in curves, audio or overlays.

Editorial Note 4. Should we strengthen the requirements in this section by saying that any
implementation claiming conformance shall either protect all private attributes together with the attributes
from Table D.1 or remove all private attributes, with the precise behaviour to be specified in the
Confomance Statement. This would at least address the issue of Private Tags and leave only the issue of
burned-in overlays in the pixel data open.
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Table D.1-1
Basic Application Level Confidentiality Profile Attributes

Attribute Name

Tag

Patient's Name

(0010,0010)

Patient ID

(0010,0020)

Patient's Birth Date

(0010,0030)

Patient's Sex

(0010,0040)

Patient's Birth Time

(0010,0032)

Other Patient IDs

(0010,1000)

Other Patient Names

(0010,1001)

Ethnic Group

(0010,2160)

Patient Comments

(0010,4000)

Referring Physician's Name

(0008,0090)

Study ID

(0020,0010)

Accession Number

(0008,0050)

Study Description

(0008,1030)

Physician(s) of Record

(0008,1048)

Name of Physician(s) Reading Study

(0008,1060)

Admitting Diagnoses Description

(0008,1080)

Patient's Age

(0010,1010)

Patient's Size

(0010,1020)

Patient's Weight

(0010,1030)

Occupation

(0010,2180)

Additional Patient’s History

(0010,21B0)

Performing Physicians’ Name

(0008,1050)

Protocol Name

(0018,1030)

Series Description

(0008,103E)

Operators' Name

(0008,1070)

Institution Name

(0008,0080)

Institution Address

(0008,0081)

Station Name

(0008,1010)

Institutional Department Name

(0008,1040)

Device Serial Number

(0018,1000)

Derivation Description

(0008,2111)

Image Comments

(0020,4000)
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D.2 APPLICATION LEVEL ESDH/3DES CONFIDENTIALITY SCHEME

The Application Level ESDH/3DES Confidentiality Scheme defines a means by which arbitrary Attributes
of all Value Representations may be encrypted and stored in the data set at the application level, prior to
encoding with a standard Transfer Syntax.

The Application Level ESDH/3DES Confidentiality Scheme requires the use of key agreement of Triple-
DES pairwise key-encryption keys using X9.42 Ephemeral-Static Diffie-Hellman and Triple-DES content-
encryption keys. The Triple-DES key length is 168 bits as defined by ANSI X9.52. Encoding shall be
performed according to the specifications for X9.42 Ephemeral-Static Diffie-Hellman Key Agreement in
RFC-2630.

Notes: 1. Ephemeral-Static Diffie-Hellman key agreement withTriple-DES wrapping of Triple-DES content-
encryption keys is also the minimum requirement for all RFC-2630 compatible implementations.
2. No requirements on the size of the asymmetric key pairs used for Ephemeral-Static Diffie-Hellman key
agreement are defined in this confidentiality scheme.

D.3 APPLICATION LEVEL RSA/3DES CONFIDENTIALITY SCHEME

The Application Level RSA/3DES Confidentiality Scheme defines a means by which arbitrary Attributes of
all Value Representations may be encrypted and stored in the data set at the application level, prior to
encoding with a standard Transfer Syntax.

The Application Level RSA/3DES Confidentiality Scheme requires the use of RSA [RFC 2313] for the key
transport of Triple-DES content-encryption keys. The Triple-DES key length is 168 bits as defined by
ANSI X9.52. Encoding shall be performed according to the specifications for RSA Key Transport in RFC-
2630.

Notes: 1. RSA key transport of Triple-DES content-encryption keys is specified as a requirement in the
European Prestandard ENV 13608-2: Health Informatics - Security for healthcare communication —
Part 2: Secure data objects.
2. No requirements on the size of the asymmetric key pairs used for RSA key transport are defined in this
confidentiality scheme.

Editorial Note 5. We have not yet defined any scheme for symmetric key-encryption key
management. Such a scheme requires that the key-encryption keys are distributed “out of band” with a
technique outside the scope of the standard. The content-encryption key would be encrypted with the
key-encryption key. The recipient would only receive a so-called KEKIdentifier (equivalent to the security
context UID in the old draft) enabling him to find the appropriate key-encryption key. This scheme does
not require the use of public-key cryptography and might be preferred for example in Japan.
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3 Additions to PS 3.6

ltem 3.1 Add the following rows to the table in Section 6

Tag Name VR VM
(99g9.,eeel) | Encrypted Attributes Sequence SQ 1
(9ggg,eee?) | Originator Info OB 1
(gggg,eee3d) | Recipient Infos OB 1
(gggg,eeed) | Content Encryption Algorithm Identifier OB 1
(99gg,eeeb) | Encrypted Content Transfer Syntax UID Ul 1
(9ggg,eeeb) | Encrypted Content OB 1
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4 Index of Attribute Tags
(0008,0050) (0010,4000) 9
(0008,0080) (0018,1000) 9
(0008,0090) (0018,1030) 9
(0008,1010) (0020,0010) 9
(0008,1030) (0020,4000) 9

(0008,103E)
(0008,1040)
(0008,1048)
(0008,1050)
(0008,1060)
(0008,1070)
(0008,1080)
(0008,2111)
(0010,0010)
(0010,0020)
(0010,0030)
(0010,0032)
(0010,0040)
(0010,1000)
(0010,1001)
(0010,1010)
(0010,1020)
(0010,1030)
(0010,2160)
(0010,2180)

(0010,21B0)
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